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A REST servicethat provides an authentication or authorization function can integrate with Resilient
Access (RA) by implementing the following API to be part of a RA policy workflow. This API will allow
the REST service to authenticate itself with RA and then execute an access control operation that might
include interactions with the users.

This API usesthe OAuth 2.0 JWT Bearer Token specification, an emerging standard for secure AP
access authentication that is gaining widespread adoption. This link from Salesforce documentation site
has good explanation and sample code in Java for implementing this authentication flow.

/token

The REST service must implement the /token API as per the OAuth 2.0 IWWT Bearer Token Flow and
issue an access token. RA will send this access token in all subsequent interactions with the REST
service. The REST service must return aforbidden response if the access token is not passed in a
Authorization HTTP header parameter.

URL: /token
Met hod: POST
Consunes: application/ x-ww-formurl encoded
Produces: application/json
Par anet er s:
type: body
nanme: client _id
value: the QAuth 2.0 client ID issued by the Custom REST Authority
configuration

type: body

name: client _secret

value: the QAuth 2.0 client secret issued by the Custom REST Aut ho
rity configuration

type: body
nanme: grant_type
val ue: urn:ietf:parans: oauth: grant-type:jw-bearer

type: body:
nane: assertion
val ue: assertion JW, see below for the format of this assertion:

Responses:
200: { "access_token":""}
403, 400: { "access_token": "ERROR <error_code>", "nessage": "" }

Assertion JW:
Payl oad:

1/6


https://tools.ietf.org/html/rfc7523
https://help.salesforce.com/articleView?id=remoteaccess_oauth_jwt_flow.htm&type=5

Custom REST Authority API - 04-10-2019

by Resilient Network Systems

"iss": |

"sub": - Atype-4 UUD generated by RA that w |
eracti on between RA and the REST service

"aud": "/token",
"jti": Atype-4 UU D

"exp": The tinme in seconds when the token expires,
ed to 1 mnute fromcurrent tine.

}

Header :

{
"al g": "RS256",
"typ": "JW™M,
"kid':o""

}

Si gnature: JW signed with the public key of the RSA key-
pair issued to the REST service.

/evaluate

identify the int

should be limt

The evaluate API performs the service operation. It can interact with the user by returning the "result":

"DISPLAY_REQUEST" JSON attribute.

URL: /eval uate
Met hod: POST
Consunes: application/json
Produces: application/json
Par anet ers:
type: header
name: Authori zation
val ue: "Bearer "

Request Body:

{

"requestld":

"context": {
"parami": "val uel",
"parank": "val ue2"

}

"config": {
"paraml": "val uel",
"parank": "val ue2"
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}
}
Response:
200:
{
"requestld": type-4 UUID that was passed in the request body
"result": "GRANT" || "DENY" || "D SPLAY REQUEST" || "ERROR"
/1 If result is "ERROR', an optional error nessage
"error":

[1 1If "result"” is "GRANT", the REST service can optionally return
clainms in an "assertion” object
"assertions": {
"claim": "val uel”,
"clainR": "val ue2"
}
[l 1f "result” is "Dl SPLAY_REQUEST" then REST service should retur
n a "display" object. Please see below for the appearance of the user
di al og.
"display": {
"title":
"instructionText":
"errorText":
"footerText":
/1 The "display" object nust contain one or nore "item' object
s inthe "itens" array. Each "iten object typically translates to a H
TML formelement for a browser user-
agent. An exanple of each type is provided.

"items": |
/[l text input field
{

"type": "text"
"nanme": <form el enent nane>
"l abel ": <l abel >
1
[l HTML5 "nunber"” input type, nobile browsers will display
the nuneric keypad

{
"type": "nunber"
"nane": <form el enent nane>
"l abel ": <l abel >

},

[/ HTMLS5 "tel" input type, nobile browsers will display t
he phone nunber input keypad

{

"type": "tel
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"nane": <form el enent nane>
"l abel ": <l abel >
1
[l HTML5 "email" input type, nobile browsers wll displ
the email input keypad
{
"type": "email"
"nanme": <form el enent nane>
"l abel ": <l abel >
1
/1 password input field, hide the text entered in the
ut field.
{
"type": "password”
"nane": <form el enent nane>
"l abel ": <l abel >
1
/1l displays a static field with the |Iabel and val ue
{
"type": "static"
"nane": <form el enent nane>
"l abel ": <l abel >
"val ue": <val ue>
1
/1l displays a text area field that can have a consent,
greenent, etc
{
"type": "textarea"
"nane": <form el enent nane>
"l abel ": <l abel >
"val ue": <value> // can enbed HTM
1
/1 displays an HTM. sel ect or equivalent input field.
{
"type": "dropdown"
"nanme": <form el enent nane>
"l abel ": <l abel >
"options": |
{
"val ue": <option val ue>
"l abel ": <option | abel >
}
]
1
/1 displays a set of radio button options
{

ay

np

a
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"type": "radio"
"nane": <form el ement nane>
"l abel ": <l abel >
"options": |
{
"val ue": <option val ue>
"l abel ": <option | abel >

]
/1 a group of check boxes

"type": "checkbox"
"nane": <form el enent nanme>

"l abel ": <l abel >
"options": |
{
"nane": <checkbox nane>

"val ue": <checkbox val ue>
"l abel ": <checkbox | abel >

]
b

/1l displays a hidden field for passing state etc

"type": "hidden"
"nane": <form el enent nane>
"val ue": <val ue>

1
1
}

}
400, 403: {

"error_code": error code

"error": error nessage
}

The user interaction dialogs are modelled around HTML forms. A REST service can have a series of
these interactions as part of an operation. In a multi-step interaction each step represents aform
submission and the data gathered in aform submission is passed back to the REST service for the next
call to the /evaluate API in the "context" object. The "name" of the "item" object specifies the context
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parameter that will hold the value of the field submitted. A "hidden" item can be useful for maintaining
state across a multi-step interaction.

The following diagram shows the layout of the data sent by the REST service in the "display” JSON
object in the user interaction dialog.
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